11.8 Favorites

Favorites are read queries that use specified criteria, which have been saved. Favorites can be reused, which allows the user to quickly perform

frequently needed queries without having to define the parameters each time. Favorites are specific to each user,

11.8.1 Creating a New Favorite

1.
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Select Home on the Shortcut bar to access its icons.

Click on the Read shortcut.

Enter the desired query parameters in the Browse/Edit area (e.g., data range, location, radius, servers).
Click the Go button to run the query.

When the query results window appears, click the Save Query button.

A dialog box will appear, prompting for a name. Enter a descriptive name for the new favorite.

Select the Use Relative Date Range option if desired.

Use Relative Date Range Option — If this option is selected when saving a query, and when the resulting favorite query is run in the
future, it will use a From and To date and time range relative to the From and To date and time entered for the original query. It will not
use the actual range entered in the original query. Also, it is important to remember that the time span between the From and To date
and the time range used is relative to the date and time when the original query was run.

Consider a query that is saved as a favorite and originally defined on 8/9/20xx to search reads between 8/02/20xx and 8/8/20xx (the
prior week). If the Relative Date Range option is selected, the query is saved to always run against the prior week rather than those
actual dates. If the Favorite option is invoked on 12/3/20xx, it will return results from 11/26/20xx through 12/2/20xx. It is important to
note that the results will be relative to the actual time of the original query and when it is rerun. Suppose you run a query at 5 pm today
to search for reads occurring between 9 am and 5 pm and save it as a favorite. When you run the query again tomorrow, it will search
for reads that occurred eight hours before the current time, which may not necessarily fall between 9 am and 5 pm.

Click OK to complete. The query definition is now saved as a favorite and can be accessed at any time.

11.8.2 Activating a Favorite

1.
2.
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Select the Home category in the Shortcut bar (if not already selected).

Click the Favorites shortcut.

Alisting of all favorites is displayed in the Browse/Edit area.

Click the desired favorite. (The selected favorite will be highlighted in yellow.)
Click the Go button in the bottom area of the Browse/Edit area.

The query results will appear in the Browse/Edit area.
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11.8.3 Deleting a Favorite

1;
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Select the Home category in the Shortcut bar (if not already selected).
Click the Favorites shortcut.

Alisting of all favorites is displayed in the Browse/Edit area.

Click the desired favorite. The selected favorite will be highlighted in yellow.
Click the Delete button in the bottom area of the Browse/Edit area.

Press Yes to confirm deletion.

56



12 Reports

Several reports are included, automatically, with a new BOSS installation. These reports are available for use as soon as a BOSS Administrator
assigns role permissions to the reports.

12.1 Running a System Report

1. Select the Home category on the Shortcut bar.

2. Click the Reports shortcut.

3. The Browse/Edit area will display a list of available reports. (Reports to which the user does not have permissions are not displayed.)

4,  Click the desired report. The selected report is highlighted in yellow. Parameters for the report appear in the bottom of the Browse/Edit area.

5. Select Date Range. All reports call for From and To dates to define the time range for the report data. By default, the values in these fields
define a report for the most recent two weeks. You can change these dates by typing different information into these fields, using the Up/
Down arrow keys to the right of the field or by clicking the Select button to the right of the field and selecting a date on the calendar and
then clicking the Save button.

6. Some reports also permit you to filter report results by user(s). For example, the pictures report, which reports pictures taken in LPCS,
allows you to define one or more users to report on.

7. Once desired parameters are selected for the report, click the Go button. The report screen immediately displays, indicating that the server is
generating the report until results are displayed.

12.2 Viewing and Printing Reports

The Report screen displays the date and time the report was generated and the title of the report in the heading area. When you place your mouse
above a shortcut on the Report Shortcut bar, a label appears indicating what the shortcut button does. Note that some of the buttons on the
Shortcut bar are not relevant to BOSS reports and are therefore disabled.

The Report Results Shortcut bar icons are as follows:
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First Page — Return to the first page of the report.

Previous Page — Go to the previous page of the report.

Page Input — In this text box, type in a particular page number to bring up on screen.
Next Page — Go to the next page of the report.

Last Page — Go to the last page of the report.

Stop Rendering — This button can be used to cancel the report processing. This can be helpful if a large report was initiated, but is no
longer desired.

Refresh — Refresh the report using the most current BOSS data.
Print — Print the report.

Print Layout — Toggle between available print layouts.

57



12.2 Viewing and Printing Reports (continued)
Page Setup — Choose among the options for standard page setup, such as page orientation, and paper size.

Save As — Excel/PDF/Word — Save the current results to a Microsoft Excel (.xIs), an Adobe Portable Document Format (.pdf) or a Microsoft
Word (.doc) document.

Width Zoom Setting — This drop-down list allows you to select a zoom view for the report results on the screen.

12.2.1 Viewing the Login Statistics Report
1. Select the Admin category on the Shortcut bar.

2. Click the Devices shortcut.

3. Click the Logs button at the bottom of the screen.

BegnDate  [anipoz1z00aM  +jcacdd
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4. Click Go to view the Login Statistics Report.
Begin Date — Select the start date for the report.
End Date — Select the end date for the report.

Selected Users — Select the users to include in the report. Click the Select button. Click the checkbox of the desired user. Click on the
Save button,
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13 Client Tools

The Client Tools utility is used to transfer any necessary files needed for a shift from BOSS to an LPCS system that is being run in the Disk Sync
mode. After the completion of a shift, Client Tools can then be used to transfer read data files captured during a shift into BOSS. The utility is
configurable and processes files stored on a local, network, or USB flash drive. Like Smart Client, the Client Tools utility does not have to be run
on the BOSS server; it can be configured to access the server via an IP Address.

Client Tools does not have a customary interface. Once the utility is started, the Client Tools icon will appear in the Windows System Tray.

Before use, Client Tools must be configured, which is described in Appendix 17. Once the Client Tools has been configured, it can now be used to

synchronize information between BOSS and LPCS:

1. To start, right-click on the Client Tools icon.

Synchronize »
Configure

Exit

“Customize, .,

400PM
r P 8 s 3;21;2014
|

2. Select Synchronize. The next menu displayed is divided into three sections.

a.  The first section allows the user to select either Create Begin Shift Files or Synchronize End Shift Files. When either option is
selected, the next menu is displayed. It is divided into two sections; it is the bottom two sections of the previous menu and functions the

same way.

b.  The second section displays the path defined during configuration. This is a shortcut to perform Begin Shift and End Shift at the same
time, storing the Begin Shift files in the defined location and processing the End Shift
files at the defined location. If there are no End Shift files to process, this feature will be
complete after the Begin Shift file is created. No error message will be displayed if the
End Shift files are not found.

c.  The last section lists the drive letters currently on the workstation. If one is selected,
Client Tools will perform a Begin Shift first and store the files at the root of the drive
selected. Then Client Tools will check to see if there are End Shift files at that location. If
found, the files will be processed. If not found, the synchronization process is complete.
No error message will be displayed. This is an additional option if the configured drive is

Synichronize  »

not currently available.

Note that once End Shift files have been processed, they are deleted.
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14 Archiving Data

It is possible to archive reads that have accumulated in the BOSS database. Based on settings that are configurable in System Parameters, reads
that meet the specified criteria are transferred from the main BOSS database to an archived BOSS database. (See Section 15.3.2, List of BOSS
Systemn Parameters, for additional information on configuring this feature.)

Once enabled, this process is handled by the BOSS server. There should be no noticeable difference to a user logged into a BOSS Smart Client
when reviewing or reporting on stored reads. The only indication in the BOSS Smart Client that reads have been archived will be on the BOSS
Home screen. The user will be able to see a calculable difference between the reads and hits counts compared to the total reads and total hits
counts. The difference between the values will be the number of reads and hits stored in the archived database.

60



15

151

System Settings

Sessions

The Sessions screen allows for viewing the current list of logged-on BOSS users. Each login on each computer utilizes a concurrent license of
the software. Since BOSS is licensed per concurrent active session, a BOSS Administrator may need to have a session disconnected in order to
release a session license. A BOSS Administrator can force a session disconnect in the Sessions screen.

Note: BOSS allows a single “admin” login to access BOSS even if the number of concurrent sessions has been exhausted. Please see Section
2.1, BOSS Administrator Login, for more information about the “admin” username.

15.1.1 Viewing and Disconnecting Sessions
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Select the System category on the Shortcut bar.

Click the Sessions shortcut. A list of current user sessions appears in the Browse/Edit area.
The heading in the Browse/Edit area indicates the total number of current sessions.

Click on a session to see details in the bottom half in the Browse/Edit area.

To disconnect, click the Disconnect button that appears in the detail area, and click OK.

Note: You cannot disconnect your own session in this manner. To disconnect your own session, simply log off the BOSS application.
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15.1.2 Workstation Power Management and Sessions

Using Windows Power Management to hibernate or suspend a workstation running the BOSS Smart Client will cause the session in BOSS
to be terminated after five minutes. When the workstation is resumed from hibernation or a suspended state, the user will have to log in to
BOSS again.

15.2 Dispositions

Dispositions are pre-defined classifications that can be assigned to hits. “Arrest Made,"” “Vehicle Recovered,” “Surveillance Established” are
examples of dispositions. A BOSS Administrator is able to define any number of dispositions for her system. Users can then use those dispositions
to specify the action taken or the status of the hit. A new BOSS system will have a Default Disposition category that includes one disposition of
“No Action.” Additional categories can be defined as needed.

15.2.1 Defining a New Disposition
1. Select the System category on the Shortcut bar.
Click the Dispositions shortcut. A list of all current dispositions appears in the top of the Browse/Edit area.

Click the New button in the bottom of the Browse/Edit area.

W

Enter a name for the disposition. If adding it to the default category, simply enter the name of the disposition. If adding it to a new
category, the format of the name should be [Category : Disposition Name], i.e., Auto :Vehicle Recovered.

5. Enter a Description for the new disposition.

6. Specify a Priority for the disposition. (A lower number means a higher priority.)

7. Select the Back Office Only option if the disposition should not be available only in the Correct Reads screen in BOSS, and not
exposed in LPCS.

15.2.2 Deleting a Disposition

1. Select the System category in the Shortcut bar (if not already selected).

2. Click the Dispositions shortcut.

Alist of all dispositions is displayed in the Browse/Edit area.

Click the desired Disposition. The selected disposition will be highlighted in yellow.

Click the Delete button in the bottom area of the Browse/Edit area.
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Press Yes to confirm deletion.
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15.3 System Parameters

System Parameters allow for configuration parameters for a BOSS system. System parameters only need to be configured during initial system
configuration and normally do not need to be modified again after that.

15.3.1 Editing System Parameters
1. Select System from the left Shortcut bar.
2. Click on the Parameters button in the Shortcut bar.

3. Click on the desired parameter in the right Browse/Edit window. The bottom pane of the Browse/Edit window will display the entry field
for the selected parameter.

4, Modify the parameter value as desired and click the Save button.

15.3.2 List of BOSS System Parameters

arc_ActiveRetentionDays — This setting dictates how long reads will be maintained in the BOSS database. After reads have been stored
for this time, they will be moved to the archived database, creating space for additional reads in the main database. The default setting is
730 days but can be varied based on the size and needs of the system.

arc_ArchiveDBRetentionDays — This setting dictates how many days to retain an archived database. After an archived database has been
stored for this time it will be removed, creating space for additional archived databases. The default setting is 0 days, which indicates that the
archived databases will never be removed, but the number of days can be modified based on the size and needs of the system.

arc_DatabaseLocation — This setting allows the user to specify where the archived databases should be saved. A blank entry will save
them in the SQL default location.

arc_Enabled — To allow the BOSS server to archive aged reads and free up space, enable archiving by setting this to 1. When archiving is
not desired, this setting should be 0.

arc_End0fMonthCutOff — This setting forces a restriction on the size of the archived databases, so that nothing will be added after the end
of each month. The default setting is disabled (0). To enable the setting, change the value to 1.

arc_MaxSize — This setting allows the Administrator to determine the number of reads that can be stored in the archived database.
The default value is 1 million and can be varied based on the size and needs of the system. Once an archived database has reached this
maximum number of records, a new archived reads database will be created.

audit_Justification_FileNumberRequired — When this setting is enabled (1), users performing read queries are required to enter a file
number.This information will also be listed in the audit report. The default setting is disabled (0).

audit_Justification_NotesRequired — When this setting is enabled (1), users performing read queries are required to enter a justification
note. This information will also be listed in the audit report. The default setting is disabled (0).

audit_JustificationEnabled — When this setting is enabled (1), users performing read queries are required to select a pre-defined
justification. This information will also be listed in the audit report. The default setting is disabled (0).

data_CaptureUsageStatistics — When this setting is enabled (1), information sent from a LPCS device that has been modified due to
Privacy settings will still be utilized to generate usage statistic reports. The default setting is disabled (0).

hls_HotListDeltas — When this setting is enabled (1), updated hotlists will be deployed in full. Changing the setting to disabled (0) will
cause only the changes made in the updated hotlists to be deployed.
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15.3.2 List of BOSS System Parameters (continued)

Proxy_uri/proxy_username /proxy_password/proxy_domain — These settings are only necessary if there is a proxy server involved that
requires authentication for connection. Enter a valid Uniform Resource Identifier (URI), username, password, and domain in the associated
fields to allow communication through the proxy server. Consult the network Administrator for proxy authentication information

purge_Minutes — This setting is the time, in minutes, between each session of purging or archiving. The default value is 15 minutes and is
configurable to any value of 1 minute or greater.

purge_ReadCount — This setting is the number of records to be processed by the purging or archiving process per session. It can be any
value, but setting it according to system limitations is recommended because the process can be resource intensive if set too high.

readQuery_fromDate — This setting allows the user to adjust the default From date on the Reads Query screen. Any value can be entered
and it is used to decrement from today. Example —a value of 7 would result in a From date seven days earlier than today.

readQuery_toDate — This setting allows the user to adjust the default To date on the Reads Query screen. Any value can be entered and it
is used to incremented from today. Example — a value of 7 would result in a To date seven days later than today.

rq_ReaperHours — This setting manages how long to retain a temporary database table created when running certain read queries. This
allows the user to continue to review the results of those queries for a longer time. The default is a minimum of 48 hours, and there is no
maximum value.

smtp_SenderName — In order for the BOSS server to send alerts to email addresses, the SMTP settings must be configured correctly. The
SMTP sender field should contain the username that will appear in the From field on an email generated by the BOSS system.

smtp_Server — The name or IP address of the SMTP server should be entered here. The name or address used here must be one by which
the SMTP server can be reached from the BOSS server. This field must be populated correctly in order for the BOSS system to send any
alerts to email addresses.

smtp_UserName/smtp_password — The SMTP username and password fields should contain a valid SMTP username and associated
password for sending alerts through the SMTP (email) server. Normally, a BOSS Administrator coordinates with his SMTP Administrator to
create a special SMTP user that will be used exclusively for BOSS alerts.

smtp_SSL — If Secure Sockets Layer (SSL) is used on your SMTP server, the value of this field should be set to 1. If you do not use SSL,
this field should be set to 0.

smtp_SubjectTemplate /smtp_AleriTemplate — These fields allow a BOSS Administrator to customize the verbiage in an alert email
subject line and message body using any combination of static text and field variables from the hit that generated the alert. Each field (from
the hit) is enclosed in brackets.

smtp_SubjectTemplate — This field sets the subject line of alert emails generated by BOSS.
smtp_AlertTemplate — This field determines the text in the body of the alert email.

For example, the following entry in the smtp_SubjectTemplate field incorporates both static text and a BOSS field variable as well: BOSS
alert FROM [SRC]
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The static text “BOSS alert FROM” will always be constant in each SMTP alert. However, the value of [SRC] will vary depending upon the
source device where the hit originated. If the hit originated from a source device named "Camera2,” for instance, the complete subject would
read: “BOSS alert FROM Camera2”.

The following tokens can be used in the templates, and for each individual alert they will be replaced with the actual value from the hit
record:

Name: [emtp_subjectremplate

Vake! BOSS alert FROM [SRC] |

[LPN] license plate
[STE] site

[SRC] device
[LOC] location
[LAT] [atitude
[LON] longitude
[HOT] hotlist name
[FD1] field1

[FD2] field2

[FD3] field3

[FD4] field4

[FD5] field5

[PNC] PNCID/DL
[INF] information
A new line
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15.3.3 Branding

BOSS allows the BOSS Administrator to upload a logo image and a welcome message that is displayed to BOSS users on the Home screen.
To define the image and message:

1. Select System from the left Shortcut bar.

2. Click on the Parameters button in the Shortcut bar.

Click on Branding.

If needed, click Default to remove current custom settings.

Pick the desired logo image using the Browse... button.

ISZEE S L <N

Type in a message in the Welcome Message box.

Custom Logo _)g

Welcome Message

Browse — Select an image file (JPEG, GIF, BMP) to be displayed on the home screen. The largest recommended image size is 120 by
380 pixels.

Default — Remave the custom logos and texts.
Welcome Message — A custom welcome message can be typed in here.

7. Click OK to save changes, or Cancel to discard changes.
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15.4 Roles

In addition to the default roles that are automatically created by BOSS, the Administrator can create and configure custom roles as needed. See
Section 4.2, Permissions, for more information.
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15.4.1 Adding New Roles
1. Select the System category on the Shortcut bar.
Click the Roles shortcut. The Browse/Edit area will display a list of existing roles.

Click on the New button. The New Role entry window will be displayed in the bottom of the window.
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Enter the name of the new role and assign the desired permissions.

5. Click the Save button.

15.4.2 Deleting Roles
1. Select the System category on the Shortcut bar.
2. Click the Roles shortcut. The Browse/Edit area will display a list of existing roles.

Click on an existing role and the edit window will be displayed in the bottom of the window.

> w

Click the Delete button. Click Yes when prompted to complete the operation.
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15.5 Report Management

15.5.1 Assigning Permissions to Access Reports

1. Select the System category on the shortcut bar.

2. Click the Reports Mgmt shortcut. The Browse/Edit area will display a list of available reports.
3. Select areport by clicking the name in the list. The selected report will be highlighted in yellow.

4, Current report permissions for the type of report chosen display in the bottom of the Browse/Edit area. Each BOSS role is listed along
with a checkbox. Click a role in the list to select. Click a second time to change an unchecked box to a checked box.

5. After selecting the desired permissions for the report, click the Save button.
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15.6 Translations

Across various organizations and agencies, terminology related to BOSS can differ significantly. For this reason, a new function added in the BOSS
version 3 series gives customers flexibility in naming conventions used in the application. The Translations function provides for changing wording
on BOSS screens, which allows a customer to tailor screen labeling to correspond to their own vernacular. Text items in the translations editor
correspond to labels on BOSS screens. Authorized users can change these text items as necessary.

Note: This feature is not intended as a replacement for language-specific versions of BOSS. For intemational versions of BOSS, please contact
3M Technical Support.
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15.6.1 Entering a New Translation
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1. Select the System category on the Shortcut bar.
Click the Translations shortcut. A list of all current translations appears in the top of the Browse/Edit area.

Click the New button and the new Translations Entry screen appears in the bottom area.
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Enter an existing label from the BOSS application in the Caption field, using the exact case and spelling that normally appears on the
screen,

5. Enter the desired replacement text in the Translation field.

6. Click the Save button to complete the operation.

Note: The user must log off and on again for translation to take effect in the current session.

For Example: A customer preferring to see a label of “Plate” where the software normally uses the term “LPN" would use the translations
feature to create the replacement for their installation. The translation Entry Caption field would contain “LPN," while the Translation field would
contain the replacement term “Plate.”
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" 157 Justifications

To ensure that sensitive information is being kept secure, systems can be configured to require that users who are performing queries on reads
have a valid reason for doing so. Enabling the audit_JustificationEnabled parameter requires users to justify their reason for querying reads. There
are five justifications created by default; Audit, BOLQO Post Scan Query, Crime Scene Query, Test and Trend Analysis. These queries will also be
documented in audit reports.
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15.7.1 Entering a New Justification

1. Select the System category on the Shortcut bar.

Click the Justifications shortcut. A list of all existing justifications appears in the top of the Browse/Edit area.
Click on the New button. The Justifications Entry screen appears in the bottom area.

Enter a justification. There is no validation on the entry for this field.
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Click the Save button to complete the operation.

15.7.2 Deleting Justifications
1. Select the System category on the Shortcut bar.
Click the Justifications shortcut. A list of all existing justifications appears in the top of the Browse/Edit area.

Click on the justification to be deleted. The Justifications Edit screen appears in the bottom area.
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Click the Delete button. Click on Yes when prompted to complete the operation.
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16 Appendix: System Requirements

16.1  Minimum System Requirements

Please note that the minimum requirements are the feast resources needed to run the software. We fully expect 3M Back Office System Software
to run in these environments. However, the user may experience periods of slowness. There may also be other environmental factors that could
impact the application’s performance such as networks, the utilization of resources by other processes, etc.

16.1.1 Smart Client Minimum System Requirements

If the Smart Client is installed on a workstation, the minimum system resources needed for installing and running the 3M BOSS 3.2 or above
Smart Client are:

® Pentium-compatible PC at 1.0 GHz

e Windows Vista, Windows 7, or Windows 8
e 1GBof RAM

e 32-hit SVGA display at 1024 x 768 pixels
© 1 GB of hard drive space

e Keyboard and mouse

16.1.2 BOSS Server Minimum System Requirements

If 3M BOSS 3.2 or ahove is being run on a dedicated system, the minimum system resources needed for installing and running the BOSS
Server are:

e |ntel Xeon Quad Core CPU at 2.0 GHz

e Windows Vista, Windows 7, or Windows 8, 64-bit mode
e 8 GB of RAM

* 1 GB of hard drive space

* Microsoft SQL Server 2008 Express Edition, on a separate machine

If 3M BOSS 3.2 or above is being run on the same system as the SQL Server, the minimum system resources needed for installing and
running both are:

e Intel Xeon Quad Core CPU at 2.0 GHz

© Windows Vista, Windows 7, or Windows 8, 64-bit mode
* 16 GB of RAM

e 1 GB/20,000 reads of hard drive space

* Microsoft SQL Server 2008 Express Edition, with memory usage constrained
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16.1.3 SQL Server Minimum System Requirements

If SQL Server is being run on a dedicated system, the minimum system resources needed for installing and running the SQL Server are:
* Intel Xeon Quad Core CPU at 2.0 GHz
e Windows Vista, Windows 7, or Windows 8, 64-bit mode

16 GB of RAM

1 GB/20,000 reads of hard drive space

Microsoft SQL Server 2008 Express Edition

16.1.4 Client Tools Minimum System Requirements
The minimum system resources needed for installing and running the 3M BOSS 3.2 series Client Tools are:
e Pentium-compatible PC at 1.0 GHz
e Windows Vista, Windows 7, or Windows 8
e 1GBof RAM
o 32-hit SVGA display at 1024 x 768 pixels
¢ 1 GB of hard drive space

e Keyboard and mouse

- 16.2 Recommended System Requirements

16.2.1 Smart Client Recommended System Requirements
The recommended system requirements for installing and running the 3M BOSS 3.2 series Smart Client are:
e Pentium-compatible PC at 1.0 GHz
e Windows Vista, Windows 7, or Windows 8
e 2 GB of RAM
e 32-hit SVGA display at 1024 x 768 pixels
¢ 1 GB of hard drive space

¢ Keyboard and mouse

16.2.2 BOSS Server Recommended System Requirements

If the 3M BOSS 3.2 or above service is running in a dedicated environment, the recommended system requirements for installing and
running the 3M BOSS Server are:

e Intel Xeon quad-core CPU at 2.0 GHz or faster
Windows Server 2008 Standard Edition in 64-bit mode
16 GB of RAM

SCStor SAS hard drives at 10,000 RPM
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* 1 GB of hard drive space
* Microsoft SQL Server 2008 R2 Standard Edition, on a separate system

If the 3M BOSS 3.2 or above is being run on the same system as the SQL Server, the recommended system requirements for installing and
running both are:

¢ |ntel Xeon quad-core CPU at 2.0 GHz or faster

o Windows Server 2008 Standard Edition in 64-bit mode

e 32GBof RAM

o SCSlor SAS hard drives at 10,000 RPM

e 1 GB/20,000 reads of hard drive space

e Microsoft SQL Server 2008 R2 Standard Edition, with SQL memory usage constrained

16.2.3 SQL Server Recommended System Requirements
If the SQL Server is running on a dedicated system, the recommended system requirements for installing and running it are:
¢ Intel Xeon quad-core CPU at 2.0 GHz or faster
* Windows Server 2008 Standard Edition in 64-bit mode
e 32GBof RAM
e SCSl or SAS hard drives at 10,000 RPM
e 1 GB/20,000 reads of hard drive space
e Microsoft SQL Server 2008 R2 Standard Edition

16.2.4 Client Tools Recommended System Requirements
The minimum recommended system requirements for installing and running the 3M BOSS series Client Tools are:
e Pentium-compatible PC at 1.0 GHz
e Windows Vista, Windows 7, or Windows 8
e 2GBof RAM
e 32-bit SVGA display at 1024 x 768 pixels
e 1 GB of hard drive space

¢ Keyboard and mouse

73



17 Appendix: Installation and Configuration

This section Is intended for authorized personnel in installation and configuration of a BOSS system. The information in this guide is organized
sequentially, in the order that steps would be performed when initially setting up a new BOSS system, with the first section describing the
software installation process, and the subsequent sections describing configuration options for a BOSS system.

Upon initial installation of a new BOSS system, the BOSS server application must be configured using the BOSS Controller application. BOSS
Administrators may also find the need to modify configuration settings after the system has already been in use. Therefore, the configuration
section can be used as an ongoing reference for authorized personnel responsible for maintaining the system.

IMPORTANT NOTE: ltis critical that only an IT Administrator or other knowledgeable personnel attempt configuration modifications to a
BOSS system. Incorrect configuration settings can cause serious issues with operation and/or adversely affect data integrity. When in doubt, you
should consult 3M Technical Support before making system configuration changes.

17.1 Installing the BOSS Server Application Files
171.1 Running the Installer

This guide assumes that the Microsoft SQL Server 2008 instance for BOSS has already been installed and is available. If the SQL Server is
not available, stop now and continue installation after the SQL Server has been installed. To install the Microsoft SQL Server, please follow the
instructions provided by Microsoft.

Note: 1. Itis not recommended that the installation be performed over a remote desktop connection.

2. Itis recommended that antivirus utilities be disabled during the install.

To commence the installation:
1. Select the link supplied by 3M to the BOSS 3.2 installation application.
2. Runthe BOSS 3.2 Setup executable.

Note: Right-click on the installer icon and select Run As Administrator.
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17.1.2 3M License Agreement

1. Click the license agreement checkbox to acknowledge agreement with the license terms.

2. Click Next to continue.

4 BOSS3 3208260 (Setup 3208260 (amyCPUISQ ALY lel ® -

0S8

License Agreament
Please review the ienge termig before rmtaling B0SS 3.

Sress Page Down to see the rest of e agreement,

1PS TEONOLOGY SOPTWARE LICENSE AGREEMENT (]
VERSION 1.01

IMPORTANT: Tris PIPS Tedhvology Softwire Licerige Agreemant (BAA™) ¢ & gl
o cement bebween you (either an edvidug person or 6 sngle legal entity, who vl be
referTed 10 1 the FULA a5 "you” or “your 7) and PIPS Tedrology, Inc. (refered to m thes
A a8 PIPS). READ THES ELLA CAREFLALY BEFORE USING THE SOFTWARE. IT
OVIDES A LICENSE TO USE THE SOFTWARE AND QONTASNS WARRANTY
INFORMATION AND LIABQLITY OISCLAIMERS. BY USING THE SOFTWARE, YOU ARE X

0f you accept the terms of the agreement, Aok [ Agree to continue, You must accept the
sresnent b retal BOSS3.

|1 have read ord ogree with the license terms

aclewdon
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17.1.3 Selecting the Installed Components

1. Check the box for each component you wish to install for BOSS 3.2,
¢ Runtime Environment (required)
* Server Components (required)

e Shortcuts (optional)

2. Click Next to continue.

T ol Ed

Choose vivch features of B0S5Y you wart o rstal

Select B components of BOSSI 1o be netalled:

— ooy
(%] Server Companents
[v] Sharteuts

Space Requred Gn Duk:
&8
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17.1.4 Selecting the Installation Folder

1. Select the location to install BOSS 3.2 by browsing your drive or typing a location.

Choose the folder in whach to watal BOSS3,

Please sefect the folder whave BOSS3 vl be nstalled:

Desenation Folder
Space Required On Dak: 66.0MB

Space Left On Delc: 17,268

bud sllation Complete

—> Verifying .NET Framewock 3.5 SP1...
—> HET 3.5 nunitime instalied,

Runtme instal complete,

Instaling 80653 server components...
0§ vergon: 6.1

Creabng program shortcuts. ..
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17.1.4 Selecting the Installation Folder (continued)

3. When the Installation Complete message is displayed, click Finish to proceed to the Licensing Wizard.

—

30 BOSS3 3.2.08260 (Setup_32.0 8260 ( anyCPU[SX2_1 1)) fef®] =
Completing the BOSS3 Setup

Wizard

80553 has been instaled on your computer,

Cick Finish to dose this wirard,
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17.2 BOSS Version 3.2 and Above License Key Management
17.2.1 Activating the License Key

Following a new installation, a valid BOSS 3.2 license key must be entered. There are three options available discussed in the sections below
that can be used to activate the license.

1. Navigate to the licensing folder in the BOSS 3.2 installation folder.

#
Name

backup
branding
chent
database
hicensing
bogs

. mapsource
phugins

sa_client

'3

sounds

sl

sy
UpgradeTool

4, BOSS.LPRReplicator.di
%, BOSS.RestAPLdII

% BOSS3.Common.dil
@B BOSS3.Controller.exe
%, BOSS3.Core.dil

%o, BOSS3.DataAccess.dil
3 BOSS3.exe

2. Start Microsoft License Manager (Microsoft.Licensing.LicAdmin.exe). This must be run as an Administrator,
3. Inthe License Manager User interface, select File =~ Activation Wizard to install the new license.
4, When the Activation Wizard dialog opens select one of the following:
a. |want to activate the software over the Internet. See Section 17.2.1.1.
or
b.  Ihave a license file | want to install. See Section 17.2.1.2,
or

¢ |wantto request a license file. See Section 17.2.1.3.
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17.2.1.1  Activating the License Key over the Internet

1. Check | want to activate the software over the Internet.

2. Click Next to continue.

BI¥SS 3.0 Standard Activation Wizard

BOSS 3,0 Standard requires activation, This wizard wil guide you
through the Activation process.

How do you want to activato your software?
@ Jwant to activate the software over the intemet.

 $ have a kcensa fie 1 want to instal,
© 1 want to request a erse e,

[ [ o> ]

3. Enter the activation key provided by 3M and click Next.

9 Srandard Actmiatien @ugard

< bach

| | |

Carenl J
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4. The license key will be activated over the Internet. The following screen will display. Click Finish to continue.

THIAS 3 0 asadia; @ &oibaition Ward

BOSS 3,0 Standard

Licerse retdiod. ACtvation campletn

17.2.1.2 Activating the Software with a License File
1. Check | have a license file | want to install.
2. Click Next to continue.
3. Navigate to the location of the license file and select it.
Click Next to continue.

5. When the activation is completed click Finish.

17.21.3 Request a License File to Activate the License
1. Click I want to request a license file. Press Next.
2. Enter the license key you received previously. Press Next.

3. Inthe screen that displays, copy the text block highlighted (starts with “—BEGIN Request”) to the clipboard and paste it into an
email. Send the email to 3M Technical Support (alprsupportus@mmm.com).

4. Close the Activation Wizard by clicking the Finish button.

5. You will be sent an activation file via email. Extract the license file (*.bin) and copy it to a folder on the computer where BOSS is
installed. Return to Section 17.2.2 and follow the steps to activate the license.
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17.2.2 Updating a License Key
If the BOSS license key becomes invalid, or if the license is upgraded, follow these steps to reactivate a BOSS license key:
1. Start Windows Explorer on the BOSS server.
Navigate to the folder where the BOSS server application is installed (by default C:\Program Files\PIPS Technology, Inc\BOSS3).

2
3. Locate the licensing folder as described in Section 17.2.1.
4

Open the folder and right click on the application Microsoft.Licensing.LicAdmin.exe. Select to run as the Administrator. You will see
the following screen:

Sata Ky Lok Vards ) Puachary _ Expeation Dute
v Ved = Tl G Mochera  PIPS Tectroogy - spot Epptachndogy com BOSS 30 Serdard. Defelt  Unimted
<l g s
1 boerweds) ratalied

5, Select the license key. Right-click, and from the context menu, select Reactivate.

[ - ' . >

1icersels) nataled

6. Click Next.

7. When the Installation Complete message is displayed, click Finish.
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17.3 Map Display Options with BOSS

BOSS version 3.2 and above can display collected plate read information plotted on a map. There are two different mechanisms for displaying
maps within the BOSS Smart Client application.

17.31 U.S. Census Bureau TIGER Maps

BOSS supports downloading U.S. Census Bureau Topologically Integrated Geographic Encoding and Referencing (TIGER) maps data into
BOSS. This data Is available free of charge within BOSS. TIGER maps will work without an Internet connection once the data has been
downloaded.

TIGER maps cover the United States and its territories. Because these are very large data files, geographical coverage of a download should
be limited to a few counties. Also, because of the limited nature of Census information, address search with TIGER maps is approximate (per
census block). If more coverage or more accuracy is required, other mapping options should be considered. Satellite imagery is not available
with TIGER maps.

17.3.2 Advanced Mapping with Microsoft Bing Maps

3M provides an option to purchase an “Advanced Mapping" feature with BOSS. This option enables integration of Microsoft Bing® Maps, an
Internet-based service that BOSS can use to display maps in the Smart Client application.

Note: In order to use Advanced Mapping, the BOSS server and each Smart Client workstation will need an unimpeded Internet connection to
Microsoft.com (no proxy servers). Bing Maps supports accurate address search and satellite imagery.

For more information about Bing Maps, please go to: hitp.//www.bing.com/maps

17.4 Configuring the BOSS Server Application

After the BOSS version 3.2 or above installation is completed, the application must be configured using the BOSS Controller program. The
following sections explain how to use this program as well as the configuration settings that are available.

17.41 The BOSS Controller Application

17.4.1.1 Starting the Boss Controller

BOSS Controller (BOSS3.Controller.exe) is the application used to configure and control the BOSS service. The BOSS Controller is
installed on the server computer along with the server application. After the installation is complete the Controller program will start
automatically. If this is a new installation the license will need to be activated first. Choose to configure BOSS at a later time by clicking
on Cancel.

The shortcut to the BOSS Controller program can be found on the desktop or in the All Programs = PIPS Technology = BOSS3 menu.
Right-click on the Controller icon and select Run As Administrator. When the BOSS Controller program is started an icon for the
application will appear in the Windows System Tray at the lower right corner of the desktop.
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17.4.1.2 Status Colors

The icon for the Controller program includes a “traffic light” that uses a color indicator to show the status of the BOSS service
application. When the BOSS service application is running, the indicator is green. When the BOSS service application is not running, the
indicator is red. Yellow color indicates that the application is changing state (starting or stopping).

17.4.1.3 Right-Click Menu

When you right-click the BOSS Controller System Tray icon, a pop-up menu will appear:

—

I ») Start
] Stop

Configure

Exit
Start Start the BOSS service.
Stop Stop the BOSS service.
Configure Present the BOSS Configuration Wizard.
Exit Close the BOSS Controller application. (Note: This closes the BOSS Controller program, but does not stop the BOSS Service.)

17.4.1.4 Starting the BOSS Service

When the Start action is selected, and the service starts successfully, a Success message will be displayed:

-\‘5) Success lxl
BOSS3 Started.

00 SeRD

The traffic light in the BOSS Controller icon will turn green to indicate the status.

17.4.1.5 Stopping the BOSS Service

When the Stop action is selected, and the service stops successfully, another Success message will be displayed, and the traffic light
changes to red:

BOSS3 Stopped.
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17.4.2 BOSS Configuration

17.4.21 Activating the Configuration Wizard

If this is a new installation of the BOSS application, the Configuration Wizard will automatically display after the installation of the files is
complete.

If the BOSS Configuration Wizard is displayed, go to Section 19.4.2.2, BOSS Configuration Wizard. If the Configuration Wizard is not
displayed:

1. Right-click the Controller System Tray icon.

2. Select the Configure option. The Configuration Wizard options are explained in the following sections.

17.4.2.2 BOSS Configuration Wizard

I’ﬁ 4 BOSS Configuration

Configuration

30SS 3 version 3.2.0.8260 (Language Neutral)

Step through all configuration screens in the BOSS Configuration Wizard by simply clicking the Next button on this first screen. Click
Next on each subsequent screen after entering in the desired settings. Note: This step-by-step process is recommended when you are
configuring the system for the first time.

OR
Click the Step menu option to access the configuration menu and proceed to the step choice.

For each configuration step (described in Sections 17.4.2.3 — 17.4.2.9), clicking Next will take you to the next configuration screen, clicking
Previous will take you to the previous one, and clicking Gancel will clear any changes you have made on the current screen.
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17.4.2.3 SQL Server Configuration

SQL Server configuration is required for a new BOSS system, in order to specify the location and necessary authentication information
for the SQL database.

53 e Fldes

C:\p0SS3

images Database Folder

fzads ngex Folger

Trensaction Log Folder

C:\B0OsS3

C:\BOSS3

SQL Server — Select the SQL Server 2008 instance for BOSS. Press List to choose from a list of available SQL Servers. The SQL
Server Browser service must be running at this point. You may also type in the server IP address or host name. Enter a dot “.” to use a
local SQL Server that is running on the same machine as the BOSS service.

Use Windows Integrated Security — If checked, BOSS will use Windows Integrated Security to access the SQL Server database.

SQL Server Login and SQL Server Password — If Windows Integrated Security is not selected, enter the SQL Server username and
password provided for BOSS to use to access the database.

Test — The Test button can be used to test the SQL Server settings currently in place. The Test button initiates a connection. A
message hox will appear to indicate whether the test connection fails or succeeds.

BOSS requires approximately 1 GB of hard drive space per 20,000 reads. In order to improve performance, the BOSS database can be
divided among multiple locations as follows:

Primary Database Folder — The drive and folder where the BOSS primary database will reside
Images Database Folder — The drive and folder where the BOSS will store images
Reads Index Folder — The drive and folder where BOSS will store database indices for stored plate reads

Transaction Log Folder — The drive and folder where BOSS will store the database transaction log file

\
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17.4.2.4 Resetting the Administrator Password

If you have forgotten the BOSS administrator (admin) password, you can press the Reset ‘admin’ password button to reset the

password to “admini.”

rcdnfhm_ — — &

A ?) This will reset BOSS3 administrator ("admin') login password ta ‘admint’, Are you sure you want to do this?

Pressing Yes willimmediately reset the password,

17.4.2.5 Network Port Settings

Ng“
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BOSS uses a number of TCP/IP and UDP network ports for communication between server and client applications and server and

license plate reading devices.
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17.4.2.5 Network Port Settings (continued)

D DESCRIPTIO DEFAULT POR

BOSS 3.0 Service Port TCP/IP port used to provide access for BOSS Smart Clients 23032
PAGIS 2.5 Service Port | TCP/IP port used to provide access for LPCS (formerly PAGIS) for older mobile client versions | 8090

PAGIS 3.0 Service Port | TCP/IP port used to provide access to various mobile client versions 23033
VES Image Port TCP/IP port used to receive reads from 3M fixed cameras 10000
VES UDP Ping Port UDP port used to receive keep alive ping messages from 3M fixed cameras 10010
VES Heartbeat Port TCP/IP port used to receive heartbeat status messages from 3M fixed cameras 10005
VES Exceptions Port TCP/IP port used to receive exceptions messages from 3M fixed cameras 10011
Smart Client Deployment | TCP/IP port used for BOSS client installations via BOSS server 32023
REST API Port HTML port used for the communication between the BOSS service and newer versions of LPCS | 8092

If the checkbox in front of the port name is left unchecked, the corresponding connection will be disabled.

Smart Client Deployment Host — If this information is entered, BOSS Smart Clients will use the given hostname to distribute the
smart client application. This can be left blank to use the local host name.

Firewall CIDR —BOSS provides a built-in firewall for incoming fixed camera connections. If a value is entered, only cameras with an
IP address matching the CIDR will be allowed to connect. CIDR (Classless Inter-Domain Routing) is a standard industry method for
specifying a range of included IP addresses. The format of the CIDR entry is A.B.C.D/N, in which the dotted decimal portion before the
“/"is interpreted, like an IPv4 address, as a 32-bit binary number that has been broken into four octets. The value of N indicates the
number of shared initial bits, counting from the left-hand side of the address.

For Example: For an entry of 10.200.200.255/24, the CIDR value 24 leaves 8 bits that can be changed. Therefore, addresses 10.200.200.x
are permitted addresses.

SNTP Server — BOSS has a built-in time service. The 3M fixed ANPR/ALPR cameras do not support automatic daylight savings time
(DST) adjustment. The BOSS time service provides a customized SNTP service for these cameras in order to support DST. To use the
built-in time service, Windows Time Service has to be disabled in the Services Control panel, and the BOSS time server IP address
entered in this field.
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17.4.2.6 Regional Hotlist Formatters

Hotist Formatters
Fegional Formatters:
2 [(Ja
" f [C)New South Wales
© ["Europe
. []The Netherlands
@ [FUnited States
~ [Onerc
[ Icalifornia
" Clcolorado

s
- [CINew Jersey

The BOSS 3.2 series aliows the selection of predefined hotlist formatters. These formatters define the input format (structure) of

hotlist data files. Custom formatters can be defined via the BOSS Smart Client application (see Section 13 of this manual for more
information). Also, when installing BOSS in the United States, National Crime Information Center (NCIC) data formatters can be selected
for specific states (see section following).

To select or unselect formatters, click on the formatter title to add or remove a check mark. Additional formatters can be added to a
system as needed. These will be provided by 3M Technical Support upon request.
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17.4.2.7 NCIC Hotlist Formatters

BOSS 3.2 and above supports hotlist import in the United States National Crime Information Center data format. This option is available
only in the United States.

MNCIC Hotlists

Availabhle NCICCategones;
(= lAl

[T]stolen vehide
[Twanted Person
["Istolen Plate
{__|stolen Canadian Plate
[ ]Supervised Release
[Clprotection Order
[ IMessing Person
{T)1mmigration violator
[Mvetor
[T]sexuat Offender

Previous

To configure formatters for the desired categories, check those categories.

Once the desired categories have been selected, press Next to proceed.

17.4.2.8 TIGER Maps Configuration

BOSS 3.2 and above provides reporting on a map display by three alternative means. See Section 17.3, Map Display Options with
BOSS. This option is available only in the United States.

Note: This section of configuration needs only be completed if U.S. Census Bureau TIGER maps are used.

BOSS provides for automated download of map data from the U.S. Census Bureau website. The U.S. Census Bureau offers yearly
updated geographical informatign free of charge. In order to use TIGER maps, the BOSS server will need an established connection to
the Internet during the map download. After the maps have been downloaded, the Internet connection is no longer needed.
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[ Robertson,™
[ Rutherford, TN
O scott, ™

(] sequatchie, ™
[ Shelby,™

[~ |R] Anderson, TN

[() 8lount, TN
[] Grainger, TN
[[] knox, T

[] Loudon, TN
[[] Sevier, TN
[() union, ™
[[] Roane, ™y

Countieg:

[ smith, ™

[ stewart, TN

[[] Sultivan,™N
] Sumner, TN

[[] Tipton, TN
B[] Trousdale, TN

~eplace Basting

To configure new maps for download:

1. Select the desired state from the drop-down menu. A list of counties for the selected state will appear.
2. Check the desired counties and click Select. Counties from multiple states can be selected

OR

3. Check undesired counties and click Deselect.

Once the desired counties have been selected:

4, Click Download to start the download process. BOSS will connect the U.S. Census Bureau website and extract the desired
county data sets.
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17.4.2.8 TIGER Maps Configuration (continued)

To replace existing maps:

BOSS maintains a copy of downloaded counties. To start anew and download a fresh set of data, check Replace Existing before

clicking the Download button.

B R:place Existing

7 fe_2007_g7001_edges.zip 64%

The status bar will indicate the download and extraction progress.

Note: The U.S. Census Bureau geospatial database has certain omissions and deficiencies. For more information, please consult the TIGER
maps website: https.//www.census.gov/geo/maps-data/data/tiger-line.html
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17.4.2.9 Finishing Configuration

Click Finish to complete configuration. BOSS will save the chosen configuration.

If U.S. Census Bureau TIGER maps were downloaded, BOSS will prepare the map package to download to the Smart Clients. This may
take several minutes. Progress will be displayed in the status bar.

Once the configuration process is complete, the Configuration Wizard will close automatically. In order to put the changed configuration
in effect, the BOSS service will need to be restarted.
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17.5 Installing the BOSS Smart Client Application

17.5.1 Installation over the Web

To initiate a web installation on a workstation, start up Microsoft Internet Explorer and navigate to this web address: http://{boss_server_
IP_address}:32023/publish.htm, where {boss_server_IP_address} is the address of the server running the BOSS server application.

For Example: To install the Smart Client on the BOSS server itself, navigate to http://127.0.0.1:32023/publish.ntm. The installation webpage will
be presented. The advantage of installing the Smart Client over a web browser is that the application will automatically check for updated versions

every time it is started,

17.5.2 Stand-Alone Installation

The BOSS Smart Client is a zero-administration desktop application meant for administration of the BOSS server application and querying
data collected in the BOSS database as described in this manual. The BOSS Smart Client is installed as a single executable program. This .
program can be copied to any Windows workstation, or to a shared network drive.

To install the stand-alone application:

5. Start Windows Explorer on the BOSS server.

6. Navigate to the folder where the BOSS server application is installed (by default C:\Program Files\PIPS Technology, Inc\BOSS3)
7. Locate folder sa_client.

8.  Copy file BOSS.Ul.exe to the workstation or shared network folder of choice.

17.6 Configuring Client Tools

Client Tools is used to transfer any files needed during an LPCS shift from BOSS to an LPCS system that is being run in the Disk Sync mode. See
Section 13, Client Tools, and the License Plate Capture Software User's Manual.

Client Tools does not have a customary interface. Once the utility is started, the Client Tools icon will appear in the Windows System Tray.

Before use, Client Tools must be configured and can be quickly completed with the simple configuration wizard provided:

1.,
2;
3.

To start the wizard, right-click the icon and select Configure. The initial screen provides information about the tool.
Click Next to continue the configuration, or Cancel to exit the wizard.

Enter a path so that Client Tools knows where to store the files it creates and where to look for files to process. This path can be a local,
network, or external drive. Enter the path or click on the ... button and browse to the location.

If the Begin Shift files that Client Tools creates need to be encrypted, click Encrypt Output. Click Previous to return to the previous screen,
or click Next to continue.

The data used to create the Begin Shift files is created and managed in BOSS. Client Tools needs to know where the BOSS Server is located.
Enter the server IP and the port to use to connect to it. Click Previous to return to the previous screen, or click Next to continue.

The final screen provides additional information on how to use the wizard. Click Previous to return to the previous screen, or click Finish to
save the changes and exit.

94



17.7 The BOSS Upgrade Tool

If the BOSS application is upgraded to a newer version, the Upgrade Tool must be run before starting the BOSS Server. This tool is used to
perform any database changes that may be necessary.

1. Navigate to the Upgrade tool. By default it is installed at G:\Program Files (x86)\PIPS Technology, Inc\BOSS3\UpgradeTool.
2. Right click on BOSS3.UpgradeTool.exe and select Run as Administrator.

3. When all processing is completed, click Enter to close the window.
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18 Appendix: Troubleshooting

When troubleshooting an issue, always start by looking for error messages in the Server log file, usually found at .. \PIPS Technology, Inc\

BOSS3\logs\BOSSServerLog.txt. Proceed based on the following information, recognizing that escalation may be necessary. If so, obtain a copy

of the complete error message and include it with all escalated documentation.

ISSUE REPORTED

Just after an installation/upgrade, the Ul
won't start.

EXPLANATION

It takes several moments for the BOSS
Server to be completely started and ready for
information to be accessed.

STEPS TO CORRECT

After starting the BOSS server, wait for
several moments before attempting to start
the UI. If this is an upgrade this could be
several minutes while the database is being
updated.

| start the BOSS Controller, but it stops a
moment later, The following error message
may display “Error: Error in BOSS3
Controller. Please check the log files.” (New
installation scenario)

The license was not activated. When
checking the BOSS Server Log, there will be
two error messages :

— ‘Licensed for O concurrent clients' and

— 'Failed to set registry parameter
[_tmpbalikeda63] to value System.Byte[].’

Return to the licensing activation and
updating checklist. (See Section 17.2,
BOSS Version 3.2 and Above License Key
Management.)

| start the BOSS Controller, but it stops a
moment later. The following error message
may display “Error: Error in BOSS3
Controller. Please check the log files.”
(Upgrade scenario)

The Upgrade Tool must be run before
starting the Controller.

Run the Upgrade Tool. (See Section 17.7 The
BOSS Upgrade Tool)

I start the BOSS Controller, but it stops a
moment later. The following error message
may display “Error: Error in BOSS3
Contraoller. Please check the log files.” (Other
scenario)

If the Upgrade Tool has been run, there may
be a problem with the database.

Look for error messages in the BOSS Server
Log. Provide this information to Technical
Support.

A fixed camera won't connect.

The firewall could be blocking the
communications.

Ensure that the firewall is allowing
communications through the VES ports,
found in the BOSS Configuration Controller
on the Ports screen.

LPCS won't connect.

The firewall could be blocking the
communications.

— Ensure that the firewall is allowing
communications through the REST API
{for LPCS 2.7.x) and PAGIS 3.0 Service
{for versions of LPCS) ports, found in the
BOSS Configuration Controller on the Ports
screen.

— Ensure that the device has been enabled in
the BOSS Ul Devices screen.

Hotlist will not update.

There is typically a problem with the source
file.

—If it is a network hotlist, ensure that the site
can be reached by entering the address in
a browser.

—If a local hotlist, ensure that the file is on
the system and can be opened.
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ISSUE REPORTED

EXPLANATION

STEPS T0 CORRECT

The NCIC Hotlist formatter that | need is not
available. (New installation scenario)

The NCIC formatters were not added during
the initial installation.

Stop the BOSS Service. Go to the Configure
option on the BOSS Controller. Step to

the NCIC screen. Select the desired NCIC
formatters. Click Save and exit. Restart the
BOSS Service. The formatters will now be
available.

| am unable to see reads/hits in the Dispatch
screen.

The time on the read/hit coming in must be
relatively close, within a couple of minutes, to
the BOSS server time.

For a mobile ALPR system, correct the time
on the laptop or ALPR processor, A fixed
camera can be configured to use a time
server. If issue persists, the server that BOSS
is running on could also be configured to
sync with a time server.

An error message, “Compressed method not
supported,” was found in the BOSS Server
Log.

There is a problem with a source file for one
of the hotlist.

Ensure that the source file can be opened. If
not, update it with one that can be opened.

An error message, “Transaction has
aborted,” was found in the BOSS Server Log.

There are various reasons that this message
can occur.

Obtain a copy of the complete error
message. Provide this information to
Technical Support.

An error message. “Error #nn appeared in
the db for Stored Procedure xxxx on line nn.”
was found in the BOSS Server Log.

An error occurred when running the stored
procedure listed in the message.

Obtain a copy of the complete error
message. Provide this information to
Technical Support.

An error message, “Timeout expired. The
timeout period elapsed prior to completion
of the operation or the server is not
responding,” was found in the BOSS Server
Log.

A SQL timeout error has occurred.

Obtain a copy of the complete error
message. Provide this information to
Technical Support.

An error message, “SNTP server not started,
could not bind to InterNetwork 0.0.0.0:123,”
was found in the BOSS Server Log.

This is an expected error message that
occurs when BOSS has not been configured
to access a time server,

If no time server has been configured, this
message can be ignored. If one has been
configured, this needs to be escalated for
further assistance.

After a new installation, the BOSS server
stops running with an error message,
“Failed in working with the database. Ensure
connectivity is properly defined. Try running
the BOSS Controller again and checking

settings,” was found in the BOSS Server Log.

When BOSS was started, there was a
connection issue between it and the SQL
Server.

Start by checking the information in the
Controller. If that is all correct, then check
to ensure that the SQL Server is running. If
no issues are found there contact Technical
Support Obtain a copy of the complete error
message.

After a new installation, the BOSS Server
stops with no error message in the BOSS
Server Log.

The server needs to be run with
Administrator privileges.

The server should be restarted in the
Console as an Administrator. If running BOSS
as a service then the BOSS Controller must
be run as Administrator.

Error message in BOSS Server Log says that
the file “httpconfig.exe” cannot be found.

This is an error that can occur when the
system has not been updated in some time.
It has been seen for other uncertain reasons
as well.

Obtain a copy of the complete error
message. Provide this information to
Technical Support.
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ISSUE REPORTED

EXPLANATION

STEPS TO CORRECT

After a new installation, the BOSS Server
starts but stops moments later. The BOSS
Server Log contains the error message.

“The system cannot find the file specified
Additional Exception Message: Unhandled
exception from ‘Name:BOSS3.exe. There are
no context policies.” However, no file is listed
in the message.

This typically occurs on older systems,
especially Windows Server 2003, or systems
that have not been updated for a while.

The file httpcfg.exe needs to be copied into
the ¢:\Windows\System32 directory.

The BOSS Server won't start, and there

is an error message, “Transport Manager
failed to listen on the supplied UIR using the
NetTcpPortSharing service: failed to start the
service because it is disabled,” in the BOSS
Server Log.

The NetTcpPortSharing Service is not
running.

Obtain a copy of the complete error
message. Provide this information to
Technical Support.

The BOSS server stops running, and there is
an error message, “Cannot open database
“<Database Name>," in the BOSS Server
Log.

There is an issue with the connection
between the BOSS server and the SQL
Server.

Start by checking the information in the
Controller. If correct, then check to ensure
that the SQL Server is running. If no issues
are found contact Technical Support. Obtain
a copy of the complete error message.

The BOSS Server won't start and there

is an error message “A file activation

error occurred. The physical file name
‘<filename>" may be incorrect.” in the BOSS
Server Log.

There could be multiple reasons, but it is
probably due to a database connection issue.

Obtain a copy of the complete error
message. Provide this information to
Technical Support.

When running the upgrade tool, an error
message is displayed. A message is included
in the BOSS Server Log: “Current upgrade
state: One of the upgrade scripts failed to
run as expected. Please contact support for
direction.”

This most likely occurred due to upgrading
from an old version of BOSS.

Obtain a copy of the complete error
message. Provide this information to
Technical Support.

An unexpected response or behavior occurs
in BOSS, and there is an error message,
“Object reference not set to an instance of an
object,” in the BOSS Server Log.

This is a generic error message that can
occur for various reasons.

Unless the issue has an obvious cause
contact Technical Support. Obtain a copy of
the complete error message.

The following error message, “Discarding
tmp buffer because it's corrupted,” has been
found in the BOSS Server Log.

This message is associated with a database
ISSue.

| Obtain a copy of the complete error

message. Provide the information to
Technical Support.

The following error message, “SMTP server
is not defined, email alerts disabled,” has
been found in the BOSS Server Log.

This message is informational indicating, as
it states, that an email server has not been
configured.

If attempts have been made to configure an
email server and this error message occurs,
recheck the settings and the server. If the
error remains contact Technical Support.

The BOSS Service stops running, and the
BOSS Ul'indicates that the server is not
available, The following error message,
“Cannot access a disposed object,” is found
in the BOSS Ul Log.

This is an informational message provided by
the Ul confirming that it is no longer able to
communicate with the BOSS server.

Restart the BOSS server and the BOSS Ul
will reconnect. If this does not correct the
issue contact Technical Support.
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ISSUE REPORTED

The following error message, “The socket
connection was aborted,” is found in the
BOSS Ul Log.

EXPLANATION

This is an informational message provided by
the Ul confirming that it is no longer able to
communicate with the BOSS server.,

STEPS TO CORRECT

Restart the BOSS server, and the BOSS Ul
will reconnect. If this does not correct the
issue contact Technical Support.

A problem occurs while adding a hotlist and
the following error message “Invalid object
name ‘<hotlist name here>"," has been

found in the BOSS Server Log.

This indicates that there is an issue with the
hotlist formatter being used.

Confirm that the correct formatter is being
used. If so, confirm the source file is
formatted correctly. If so, contact Technical
Support. Provide a copy of the full error
message.

While installing BOSS, an error message
displays: “Error opening file for writing:
<File Name>."

This indicates that the application listed in the
error message is still running.

Check the Windows System Tray for any
BOSS applications still running on the
system. Close the application{s) and continue
the installation.

The BOSS applications are installed under
one user, hut are not found when another
user logs in.

The application was not installed using
administrative privileges.

The application will need to be uninstalled
and reinstalled using administrative
privileges.

While using Client Tools to create Begin Shift
files, an error message displays: “Client has
not been activated on the server.”

Mobile devices must be enabled on BOSS
to synchronize data to it. This message is
displayed the first time that Client Tools is
used to create Begin Shift files because it
has not been enabled yet.

Configure Client Tools on BOSS (see Section
17.6) so that BOSS adds Client Tools as a
device.

When using Client Tools to synchronize
End Shift files to BOSS, the following error
message displays: “Error: Could not find
<file and path name=>."

Client Tools was unable to find the End Shift
flles to be processed at the defined path.

Check that the location assigned for the End
Shift file matches the location chosen when
Client Tools was configured. If it does not,
move the file to the configured location.
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19 Appendix: Plug-Ins

BOSS allows the use of third-party code via a plug-in that serves the needs of BOSS customers with specific data requirements. Once a plug-
in is created and compiled, a copy of the DLL and any other necessary files can be copied to the plug-ins directory under BOSS. BOSS will
automatically detect the existence of the plug-in at that point and permit reads to be passed to the ReceiveData method of your plug-in.

The functions of the currently available BOSS plug-ins are described in Sections 19.1 and 19.2. For more information and guidance on installing a
plug-in, contact 3M Technical Support for guidance.

19.1 The BOSS Truck Drayage Utility

Regulation of diesel-fueled heavy-duty trucks and a Drayage Truck Registry (DTR) were implemented by the California Air Resources Board (ARB)
to help reduce both emissions from these vehicles and public exposure to contaminants in those emissions. Drayage trucks subject to regulation
(Class 7 and Class 8) are registered and information about them is maintained on an ARB web service.

The Truck Drayage Utility is BOSS plug-in that provides access to the ARB web service. The utility is designed to contact the web service, retrieve
data, and add it to a comma-separated values file. In BOSS, the Hotlist Administrator will then create a whitelist that uses this CSV file as the
source file.

The connection to the ARB web service (managed by the Windows Task Scheduler) can be made once daily for a full download of the data, with
subsequent connections allowed no more frequently then every 30 minutes for updates. This whitelist can then be deployed to a mobile or fixed
camera in the monitored area. If a plate is read that is not included on the whitelist, a notification will be displayed in BOSS. Appropriate action

' can be taken at that time.

If the ARB web service is unavailable and downloads cannot be completed, the BOSS whitelist will not be updated. There will also be warning
messages in the BOSS log such as "Could not connect to <web service address>. TCP error code nnnnn: <Error description>." If this occurs, the
utility will try again in 30 minutes. If the errors persist, it may be necessary to seek assistance.

19.2 The BOSS LPRD Plug-in

The BOSS LPRD plug-in relays the reads the BOSS server receives on to the national database at the Automated Regional Justice Information
System (ARJIS), a joint powers agency that facilitates information-sharing among more than 70 law enforcement agencies—local, state, and
federal—in the two California counties (San Diego and Imperial) that border Mexico. ARJIS operates a secure intranet (ARJISnet) with more than
11,000 users in San Diego County alone.

19.3 The BOSS DEA Plug-in

The BOSS DEA plug-in writes LPR messages to the file system as reads are received by the BOSS server. Those files will then be available for the
Drug Enforcement Agency, DEA, File Transporter to act upon.
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20 Appendix: GNU Lesser General Public License

Version 2. 1, February 1999

Copyright ©1991, 1999 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General Public Licenses are
intended to guarantee your freedom to share and change free software—to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software packages—typically libraries—of the Free
Software Foundation and other authors who decide to use it. You can use it too, but we suggest you first think carefully about whether this license
or the ordinary General Public License is the better strategy to use in any particular case, based on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Qur General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for this service if you wish); that you receive source code or can get it if you
want it; that you can change the software and use pieces of it in new free programs; and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to surrender these rights. These
restrictions translate to certain responsibilities for you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all the rights that we gave you. You
must make sure that they, too, receive or can get the source code. If you link other code with the fibrary, you must provide complete object files to
the recipients, so that they can relink them with the library after making changes to the library and recompiling it. And you must show them these
terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license, which gives you legal permission to
copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also, if the library is modified by someone
else and passed on, the recipients should know that what they have is not the original version, so that the original author’s reputation will not be
affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure that a company cannot effectively
restrict the users of a free program by obtaining a restrictive license from a patent holder. Therefore, we insist that any patent license obtained for
a version of the library must be consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered hy the ordinary GNU General Public License. This license, the GNU Lesser General Public
License, applies to certain designated libraries, and is quite different from the ordinary General Public License. We use this license for certain
libraries in order to permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination of the two is legally speaking a combined
work, a derivative of the original library. The ordinary General Public License therefore permits such linking only if the entire combination fits its
criteria of freedom, The Lesser General Public License permits more lax criteria for linking other code with the library.

We call this license the “Lesser” General Public License because it does Less to protect the user’s freedom than the ordinary General Public
License. It also provides other free software developers Less of an advantage over competing non-free programs. These disadvantages are
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the reason we use the ordinary General Public License for many libraries. However, the Lesser license provides advantages in certain special
circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library, so that it becomes a de-
facto standard. To achieve this, non-free programs must be allowed to use the library. A more frequent case is that a free library does the same
job as widely used non-free libraries. In this case, there is little to gain by limiting the free library to free software only, so we use the Lesser
General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people to use a large body of free
software. For example, permission to use the GNU C Library in non-free programs enables many more people to use the whole GNU operating
system, as well as its variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users’ freedom, it does ensure that the user of a program that is linked with
the Library has the freedom and the wherewithal to run that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the difference between a “work based on
the library” and a "work that uses the library”. The former contains code derived from the library, whereas the latter must be combined with the
library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice placed by the copyright holder or other
authorized party saying it may be distributed under the terms of this Lesser General Public License (also called “this License”). Each licensee is
addressed as “you”.

A “library” means a collection of software functions and/or data prepared so as to be conveniently linked with application programs (which use
some of those functions and data) to form executables.

The “Library”, below, refers to any such software library or work which has been distributed under these terms. A “work based on the Library”
means either the Library or any derivative work under copyright law: that is to say, a work containing the Library or a portion of it, either verbatim
or with modifications and/or translated straightforwardly into another language. (Hereinafter, translation is included without limitation in the term
“modification”.)

“Source code” for a work means the preferred form of the work for making modifications to it. For a library, complete source code means all the
source code for all modules it contains, plus any associated interface definition files, plus the scripts used to control compilation and installation of
the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The act of running a
program using the Library is not restricted, and output from such a program is covered only if its contents constitute a work based on the Library
(independent of the use of the Library in a tool for writing it). Whether that is true depends on what the Library does and what the program that
uses the Library does.

1. You may copy and distribute verbatim copies of the Library’s complete source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that
refer to this License and to the absence of any warranty; and distribute a copy of this License along with the Library.

~ You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange for a fee.
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2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the Library, and copy and distribute such
modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:

a. The modified work must itself be a software library.
b, You must cause the files modified to carry prominent notices stating that you changed the files and the date of any change.
¢ You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this License.

d. Ifafacility in the modified Library refers to a function or a table of data to be supplied by an application program that uses the facility,
other than as an argument passed when the facility is invoked, then you must make a good faith effort to ensure that, in the event an
application does not supply such function or table, the facility still operates, and performs whatever part of its purpose remains
meaningful,

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined independent of the application. Therefore,
Subsection 2d requires that any application-supplied function or table used by this function must be optional: if the application does not supply it,
the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Library, and can be
reasonably considered independent and separate works in themselves, then this License, and its terms, do not apply to those sections when

you distribute them as separate works. But when you distribute the same sections as part of a whole which is a work based on the Library, the
distribution of the whole must be on the terms of this License, whose permissions for other licensees extend to the entire whole, and thus to each
and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is to exercise the right
to control the distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work based on the Library) on a volume of a
storage or distribution medium does not bring the other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given copy of the Library. To do this,
you must alter all the notices that refer to this License, so that they refer to the ordinary GNU General Public License, version 2, instead of to this
License. (If a newer version than version 2 of the ordinary GNU General Public License has appeared, then you can specify that version instead if
you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public License applies to all subsequent
copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or executable form under the terms
of Sections 1 and 2 above provided that you accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering equivalent access to copy the source code
from the same place satisfies the requirement to distribute the source code, even though third parties are not compelled to copy the source along
with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library by being compiled or linked with it,
is called a “work that uses the Library”. Such a work, in isolation, is not a derivative work of the Library, and therefore falls outside the scope of
this License.
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However, linking a “work that uses the Library” with the Library creates an executable that is a derivative of the Library (because it contains
portions of the Library), rather than a “work that uses the library”. The executable is therefore covered by this License. Section 6 states terms for
distribution of such executables.

When a "work that uses the Library” uses material from a header file that is part of the Library, the object code for the work may be a derivative
work of the Library even though the source code is not. Whether this is true is especially significant if the work can be linked without the Library,
or if the work is itself a library. The threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and small inline functions (ten lines
or less in length), then the use of the object file is unrestricted, regardless of whether it is legally a derivative work. (Executables containing this
object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the terms of Section 6. Any executables
containing that work also fall under Section 6, whether or not they are linked directly with the Library itself,

6. Asan exception to the Sections above, you may also combine or link a “work that uses the Library” with the Library to produce a work
containing portions of the Library, and distribute that work under terms of your choice, provided that the terms permit modification of the work for
the customer's own use and reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library and its use are covered by this
License. You must supply a copy of this License. If the work during execution displays copyright notices, you must include the copyright notice for
the Library among them, as well as a reference directing the user to the copy of this License. Also, you must do one of these things:

a.  Accompany the work with the complete corresponding machine-readable source code for the Library including whatever changes were
used in the work (which must be distributed under Sections 1 and 2 above); and, if the work is an executable linked with the Library,
with the complete machine-readable “wark that uses the Library”, as object code and/or source code, so that the user can modify the
Library and then relink to produce a modified executable containing the modified Library. (It is understood that the user who changes the
contents of definitions files in the Library will not necessarily be able to recompile the application to use the modified definitions.)

b. Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1) uses at run time a copy of the
library already present on the user’s computer system, rather than copying library functions into the executable, and (2) will operate
properly with a modified version of the library, if the user installs one, as long as the modified version is interface-compatible with the
version that the work was made with.

c¢.  Accompany the work with a written offer, valid for at least three years, to give the same user the materials specified in Subsection 6a,
above, for a charge no more than the cost of performing this distribution.

d. [If distribution of the work is made by offering access to copy from a designated place, offer equivalent access to copy the above
specified materials from the same place.

e. Verify that the user has already received a copy of these materials or that you have already sent this user a copy.

For an executable, the required form of the “work that uses the Library” must include any data and utility programs needed for reproducing the
executable from it. However, as a special exception, the materials to be distributed need not include anything that is normally distributed (in either
source or binary form) with the major components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that
component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not normally accompany the operating
. system. Such a contradiction means you cannot use both them and the Library together in an executable that you distribute.
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7. You may place library facilities that are a work based on the Library side-by-side in a single library together with other library facilities not
covered by this License, and distribute such a combined library, provided that the separate distribution of the work based on the Library and of the
other library facilities is otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any other library facilities. This must
be distributed under the terms of the Sections above.

b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and explaining where to find the
accompanying uncombined form of the same waork.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense, link with, or distribute the Library is void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under this License will not have their licenses terminated so long as such parties
remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or distribute
the Library or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Library (or any work based on the Library), you indicate your acceptance of this License to do so, and all its terms and conditions for copying,
distributing or modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a license from the original
licensor to copy, distribute, link with or modify the Library subject to these terms and conditions. You may not impose any further restrictions on
the recipients’ exercise of the rights granted herein. You are not responsible for enforcing compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent issues), conditions
are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the Library at all. For example, if a patent license would not permit royalty-free
redistribution of the Library by all those who receive copies directly or indirectly through you, then the only way you could satisfy both it and this
License would be to refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is intended to apply, and
the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of any such claims; this
section has the sole purpose of protecting the integrity of the free software distribution system which is implemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through that system in reliance on consistent application
of that system; it is up to the author/donor to decide if he or she is willing to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted interfaces, the original
copyright holder who places the Library under this License may add an explicit geographical distribution limitation excluding those countries, so
that distribution is permitted only in or among countries not thus excluded. In such case, this License incorporates the limitation as if written in the
body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.
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Each version is given a distinguishing version number. If the Library specifies a version number of this License which applies to it and “any later
version”, you have the option of following the terms and conditions either of that version or of any later version published hy the Free Software
Foundation. If the Library does not specify a license version number, you may choose any version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are incompatible with these, write to
the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the Free Software Foundation;
we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the free status of all derivatives of our free
software and of promoting the sharing and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY
APPLICABLE LAW.

EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE LIBRARY "AS IS”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER
PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING
ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE LIBRARY
(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD

" PARTIES OR A FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

106



Glossary

Term Definition

ALPR Automatic license plate recognition (also called automatic number plate recognition, or ANPR)
Annotation A note or comment that can be made about and added to a read.

Deployment The distribution or making available of a hotlist to a device

Device A source of ALPR data; an LPCS unit or a fixed or mobile camera

Disposition The classification of a hit; e.g., a recovered stolen vehicle

Fixed Camera

An ALPR camera permanently mounted above a roadway

Group A group of BOSS users that belong together administratively

Hit A match on a plate read against a hotlist

Hotlist Alist or database of license plates of interest, e.g., the NCIC database

Justification A purpose for running a query on the captured data. There are several justifications included in the s;stem by default. The
BOSS Administrator can also create custom justifications to be used.

LPN License plate number; also known as the Vehicle Plate Number

LPCS 3M™ License Plate Capture Software, the ALPR Mabile application

Local Server

A server running on a local system, in relation to the SQL server or the BOSS Ul

Misread A read that was marked as a misread by a user

Mobile Unit An ALPR system with cameras, a mobile processor, and software, such as 3M License Plate Capture Software, installed
in a vehicle

Notification Propagation or delivery of an alert resulting from a hit

Overview A color image of the vehicle to which the license plate Is attached

Patch A small image of the license plate

Permission Authorization to access specified functionality in BOSS

Read Alicense plate detection event that results in the plate text optical recognition and pictures being taken

Remote Server A BOSS server that is running in another location

Role A position, such as Administrator, with the authorization to access specified functionality in BOSS

Site A group of related devices

Tranglation The interpretation from a word in English to a word in a selected language

User An authorized BOSS user (with a username and password)

Whitelist In BOSS a whitelist hit is the opposite of a hotlist hit. When a license plate read does not exist in an enabled whitelist

database, the same Hits (Alert) screen will be displayed.
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